SSLiEB- IIS

TULINEERA
(cipher)

= RegSSL

SSSSSS




{RICM=ZESE (cipher)

BE : XMED. AR LI FEENERNER. R, MRERSERXER , TaKE

BRI, FElt , BENOHITXLEE, SRR | EERZE , BESUEEED

fEk., LUaEsal AR @A RER. NEEXRNASHIIERERINEMER , 80
[Microsoft XREE] RIS :

1. #Z2—T [FR] BT [BT] | B regedt32 8 regedit, AEE—T [#E] .
2. £ [BREEN] B, HHTIERD
HKey_Local_Machine\System\CurrentControlSet\Control\SecurityProviders
\SCHANNEL\Protocols

RtlQueryRegistryConfig
SafeBoot
ScsiPort
SecurePipeServers
a- SecurityProviders
: SaslProfiles
4. SCHANNEL
----- Ciphers
- CipherSuites
----- Hashes
----- KeyExchangeAlgorithms
4- || Protocols
a- )} S5L20
. L)l Client
4.} SSL30
- L)l Client

3. £ [4wiB] DheeRL | IZ—T [$Ai%(E] .
4. £ [FHIR) 354, Z—T [DWORD] .
5. £ [EER#R] A, @ Enabled , AEE—T [(BE] .

TR R E | BEH X MELUREREBRYE.
6. I57E [ ZmiEe8] #&EIA [00000000] | iEFHEBHMEIRERSET (0] .

[HKey_Local_Machine\System\CurrentControlSet\Control\SecurityProviders
\SCHANNEL\Protocols\PCT 1.0\Server]
"Enabled"=dword:00000000
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[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\SecurityProviders\Scha
nnel\Protocols\SSL 2.0\Client]

"DisabledByDefault"=dword:00000000

"Enabled"=dword:00000000

[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\SecurityProviders\Scha
nnel\Protocols\SSL 2.0\Server]

"DisabledByDefault"=dword:00000000

"Enabled"=dword:00000000

[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\SecurityProviders\Scha
nnel\Protocols\SSL 3.0\Client]

"DisabledByDefault"=dword:00000000

"Enabled"=dword:00000000

[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\SecurityProviders\Scha
nnel\Protocols\SSL 3.0\Server]

"DisabledByDefault"=dword:00000000

"Enabled”=dword:00000000

[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\SecurityProviders\Scha
nnel\Protocols\TLS1.1\Client]
"Enabled"=dword:00000001

[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\SecurityProviders\Scha
nnel\Protocols\TLS1.1\Server]
"Enabled"=dword:00000001

[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\SecurityProviders\Scha
nnel\Protocols\TLS1.2\Client]
"Enabled"=dword:00000001

[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\SecurityProviders\Scha

nnel\Protocols\TLS1.2\Server]
"Enabled"=dword:00000001
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[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\SecurityProviders\SCHA
NNEL\Ciphers\RC2 128/128]
"Enabled"=dword:00000000

[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\SecurityProviders\SCHA
NNEL\Ciphers\RC4 128/128]
"Enabled"=dword:00000000

[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\SecurityProviders\SCHA
NNEL\Ciphers\Triple DES 168/168]
"Enabled"=dword:00000000

&% . https://support.microsoft.com/en-us/kb/245030
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